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Danish logistics company Blue Water Shipping was also targeted by cyber criminals in the weeks 

before successful attacks on CMA CGM and the IMO, but managed to block the attempt. 

  

CMA CGM’s main booking website remains inaccessible a week after a cyberattack that took down its 

network. 

  

The world’s fourth-largest container line was the victim of a ransomware attack on September 28 

that led to a data breach and caused the company to shut down external connections to its servers in 

an effort to prevent a spread of the malware. 

  

A similar attack three days later on the International Maritime Organization saw some of the shipping 

regulator’s key IT infrastructure shut down due to what it described as a “sophisticated” cyber-

attack. Those have since been restored. 

  

As CMA CGM continues to bring its systems back online, it has emerged that a Danish logistics 

operator was also targeted by hackers. Blue Water Shipping said it detected suspicious activity within 

the company’s IT infrastructure last month. 

  

“With help from external security specialists, the systems were analysed, and a hacker attempt was 

identified,” the company said. “Several systems were shut down, thereby preventing the attempted 

cyber-attack.” 

  

CMA CGM said it had secured communication to its offices but was still using “alternative solutions” 

such as INNTRA for bookings. “The CMA CGM Group continues to be fully mobilised to restore access 

to all its information systems,” it added. 

  



“Our worldwide agency network is gradually being reconnected. Mercosul and Containerships, two 

of the group’s subsidiaries, are once again fully operational.” 

  

The IMO’s main website is up, but some interactive functionality appears to remain affected. A 

spokeswoman for the organisation said that most web services were back up and running. 

  

“We have internal services working with access to some drives still being restored,” she said. “We 

have extensive backup systems.” 

  

Flemming Busch, chief financial officer of Blue Water, said in a LinkedIn post at the time that the 

company avoided incurring any loss of data. 

  

“Cyber-crime is unfortunate, and an all too common occurrence and the consequences could have 

been comprehensive,” he noted. “Therefore, we considered it necessary to shut down our systems. 

  

“The shutdown causes potential interruptions — but only temporary — and our employees are still 

capable of providing transport solutions for all our customers, across all business units. Our priority is 

to protect ours and our customers’ data at all costs and we are pleased to see that we have 

successfully done just that.” 

  

US increases focus on cyber crime 

The US has turned the spotlight on cyber crime, which it says is a threat to companies that is on the 

increase. The Department of the Treasury’s Office of Terrorism and Financial Intelligence last week 

issued an advisory warning of the dangers of ransomware attacks. 

  

“Efforts to detect and report ransomware payments are vital to prevent and deter cyber actors from 

deploying malicious software to extort individuals and businesses, and to hold ransomware attackers 

accountable for their crimes,” the department said. 

  

Separately, CMA CGM has appointed Nicolas Sekkaki as executive vice-president of IT, digital & 

transformation to accelerate the implementation of its digital and technological plans. Mr Sekkai, 

chairman of IBM France since 2015, will be joined by Padmaraja Dipankar, a vice-president at 

Accenture, who will become chief digital officer. Michel Foulon, who is currently senior vice-

president of group IT and digital, will lead IT operations for the group and its subsidiaries. 

  

Mr Sekkaki replaces Rajesh Krishnamurthy, who was appointed to the role in 2018 but this year left 

the company to become chief executive of consulting group Expleo. 

 


